TR R U % > ¢ FH TR
A EFEEF I 2 29 BiRFFTALEZAH S

#Fp 110/8/9

1.y

2 Rt > FAHEH# 22 % (Cybersecurity and Infrastructure Security
Agency , CISA) ~ £ ® #2824 4 A (Federal Bureau of Investigation, FBI) ~ ;&
g% > ¢ < (Australian Cyber Security Centre, ACSC) %2 % & ] 7§ %

#® .= (National Cyber Security Centre, NCSC)*+ 7 # 28 p X o ¢ % F% &4 »
RE2020 iz S FE B JI* 2 29 BIRF T A N o R SO
M) £ 4G B GERF -

2. Bk BB A SN

2020 #ig £ S E B K I 2 29 BARFFELT A SR ERE T 1

T H ¢ 12 Microsoft 3 9 BikiF 5 & 5 o 2020 £ w0 4 ~ Kk 4~ % &_Citrix
(CVE-2019-19781) -~ Fortinet (CVE-2018-13379) ~ Pulse Secure (CVE-2019-
11510)2 F5 (CVE 2020-5902) » ' % VPN ifiF » 2021 & # il 5% & 1 %

B Bl ¢ 7z Microsoft Exchange Server &k (¢ 2 CVE-2021-26855 ~ 26857 ~
26858 % 27065) - # & Accellion 4 % 4 % R 7%& F (CVE-2021-
27101~27104) 2 VVMWare vCenter i i (CVE-2021-2198) > * % & § B iRiF &
ERRBra SR NUS [ SU AP & S E

| ORE CVE 3%

1 Accellion CVE-2021-27101~27104

2 Atlassian CVE-2019-3396 - CVE-2019-11580

3 | Citrix CVE-2019-19781

A B2 FEMAREFRIATES 2RdET o



Drupal CVE-2018-7600

F5 CVE-2020-5902

Fortinet CVE 2018-13379 ~ CVE-2019-5591 -~ CVE-2020-12812

~N | o | o | b~

Microsoft | CVE-2017-11882 - CVE-2019-0604 - CVE-2020-0688 -
CVE-2020-0787 ~ CVE-2020-1472 ~ CVE-2021-26855 ~
CVE-2021-26857 ~ CVE-2021-26858 - CVE-2021-27065

8 Mobilelron | CVE 2020-15505

9 | Pulse CVE-2019-11510 ~ CVE-2021-22893 - CVE-2021-22894 -
Secure CVE-2021-22899 ~ CVE-2021-22900

10 | Telerik CVE-2019-18935

11 | VMware CVE-2021-21985

B 9FF 2 FEprmaE i34 > Vit CVE %¥ g B! 4o T !

2.1.CVE-2017-11882

2.1.1. HilFm &

eMicrosoft 47 ;% 4 {& % (eqnedt32.exe) £_Microsoft Office ¢ - BF1 & » &
B EPRENANMIEOLE 2 > p 2000 # 11 7 9 p i AR 3 # 37
A o P A g TS Microsoft Office s & - 321 B 5 b Bnfp ¥ F %

ERE B AT A A BT E AR AS o

o 74444 {7 17 1k (Data execution prevention, DEP) 7 i ub 7 B ' fi S 48 4% »

(Address Space Layout Randomization, ASLR) & it 3 # i i&#g s ¥ > e d 3%

Ao L FEHARE BT 2 AT -




eqnedt32.exe 4 17 1 A 51 » ASLR & DEP 2 |73k » @& #9528 ¥ 7+ £
Foe ¥ F RS E TR 2t F g S A TR EE
ARG o

2.1.2. 17 iaE 2k

o1 Microsoft § ™ 3 % KB4 f25% » 53 e !

https://portal.msrc.microsoft.com/en-US/security-quidance/advisory/CVE-2017-
11882 -

o E { Fr2t P REY RN HIER > 2 gy
https://support.microsoft.com/en-us/topic/how-to-disable-equation-editor-3-0-
7e000f58-cbf4-e805-b4b1-fde0243c9a92 -

2.2.CVE-2018-7600

Drupal FIFps & * ficiefie ¥ i3 &% 2RF - Lo cF F R BRFE LR
TG e

2.2.1. FilFwm &

Drupal 7.x £ 8.x = & FI & jettiBip # H & @2 F F 7354 A
Drupal =t # R URL T3 F T ERL A H5 R &0 P RBRGF LA
BB BB AT BRI BT o

2.2.2. b #ER

# %% Drupal F % = 2 (https://www.drupal.org/sa-core-2018-002) » i% #7i¢ *

KRR E T A ] TR

eDrupal 7.x 5= &3 { #71 Drupal 7.58 r2 F 5 & o

eDrupal 8.5.x % # 3 { #71 Drupal 8.5.1 r1 %= & o

Ao L FEHARE BT 2 AT -


https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-11882
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-11882
https://support.microsoft.com/en-us/topic/how-to-disable-equation-editor-3-0-7e000f58-cbf4-e805-b4b1-fde0243c9a92
https://support.microsoft.com/en-us/topic/how-to-disable-equation-editor-3-0-7e000f58-cbf4-e805-b4b1-fde0243c9a92
https://www.drupal.org/sa-core-2018-002

2.3.CVE-2018-13379

Fortinet Secure Sockets Layer (SSL) VPN 5 .- B & 7 £ & %k # 2. P &b fr
(Path traversal)ifif » 3o ¥ A EIAE L FRT > BB FRF T
sslvpn_websession #§ % - i&m B~ 2 * 2 bR EL T RAE o

2.3.1. FilFm &

* PPl Web o AR P B IR 0 Rt E ARG LR

S T o Fhd U7 THTTP GET request
http://$SSLVPNTARGET?lang=/../../..I../1IIIIII///dev/icmdb/sslvpn_websession |
ip & 0 F 7 73 B~ sslvpn_websession 4§ % 0 & @ BT F ~ VPN 2 P < gL
2.3.2. 7 #EiE R

o1 Fortinet F %™ 14 % XL ATH MR~ > ST gent o

https://www.fortiguard.com/psirt/FG-1R-18-384 -

1

oLy PR EMR A AL/THEF Y F L KREL o

o > (Pl RS > E BB P S F > 74 B sslvpn_websessions
FHERFS A E
2.4.CVE-2019-0604

Microsoft SharePoint 2= XML & F 5] it & i 5 tififF » iF@sfscF 47 &

SharePoint PR B F H 71X L A2 o

2.4.1. Bjitsim &

T v

orc B H ¥ Hhd SR B ER webshell T %882 NS %7 #RE > X
* 7 ¥ gk o B webshell i F + @>t SharePoint % % P 4%2_ Layouts

'

Ao L FEHARE BT 2 AT -


https://www.fortiguard.com/psirt/FG-IR-18-384

=

— C:\Program Files\Common Files\Microsoft Shared\Web Server

Extensions\<version_number>\Template\Layouts

e XmlSerializer.Deserialize() & ;% & it Fx 22 picker.aspx
PickerEnitity/ValidateEnity() & ;% ¢ 5 5] XML payload - % & 7] i+ XML
payload # 5 & 71 i > e §RFAPMAL A o sF F ¥ HAA Net 2 XML
f247 2 _+ @ XMLNS payload » »* payload ® # » < system:string>&# 22 &

& IEE X budp 4 oo
242, 17 FEER

®:i-1 Microsoft F ™ ¥ & KA 425% » 53 et !
https://msrc.microsoft.com/update-quide/en-US/vulnerability/CVE-2019-
0604 -

o RN AE g AR 2 (B %‘/‘ﬁ%@f iu3Fi% 18 VPN i 48 T SharePoint PR

% °

2.5.CVE-2019-3396

Atlassian Confluence Server ¥2 Confluence Data Center pr z_ Widget Connector

T P PR =B iR i1 ~ (Server-side template injection)ig ik e
25.1. HjifFim &

F s F 7 1% Widget Connector 2. PR B 4 Hode i1 » B F - $t
Confluence Server &2 Confluence Data Center 4 i iz &, HTTP & WebDAV 3

P JIH PR A ABIERICT B R T E LA o

25.2. B #ER

Ao L FEHARE BT 2 AT -



https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2019-0604
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2019-0604

3 Atlassian F T 3 L ATHMAR A 0 S ey
https://confluence.atlassian.com/doc/confluence-security-advisory-2019-03-20-
966660264.html -

2.6.CVE-2019-5591
FortiOS Fg 3k 3% 275 twif iF o %-ﬂi{?dz'j BT o
2.6.1. FjifFm &

FOrtiOS 3k 3% T A LDAP IR E L4 » H R 3t b i 2 5o 47 3
d B h LDAP FURE » & R EB T -

2.6.2. 17 it &k

# 3 Fortinet 4™ 4 3 { ATHMAIR A > 53 eyl !
https://www.fortiguard.com/psirt/FG-1R-19-037 -

2.7.CVE-2019-11510

Pulse Secure Connect SSL VPN i t— & T ¥ A 5k 2 P &b fr (Path
traversal) i i > s K T 1% LORF FRERAE TR

2.7.1. FifFm &

Ot LT A P EHFIAHF AP AT BN E o blhert B H B
" https://sslvpn.insecure-org.com/dana-
na/../dana/html5/acc/guacmole/../../../..1..]../etc/passwd?/dana/html5/guacamole/
g Rt TR ks B R T st F F B P 2 Tilae | B
# VPN 3 242 -

2.1.2. b HE R

o7 PulseSecure F 7 & { AT A Y ey

Ao L FEHARE BT 2 AT -



https://confluence.atlassian.com/doc/confluence-security-advisory-2019-03-20-966660264.html
https://confluence.atlassian.com/doc/confluence-security-advisory-2019-03-20-966660264.html
https://www.fortiguard.com/psirt/FG-IR-19-037

https://kb.pulsesecure.net/articles/Pulse Security Advisories/SA44101 -

oT T AT E A AT H Y L RPRE L

o:if > WPl FEWY > FEFBEP B NHE AR A B Y
+ & .

P

2.8.CVE-2019-11580

Atlassian z_ Crowd £ Crowd Data Center 7% 8 d14x & pr2&£c* pdkinstall B 2
B ERGAFETRANT LA

2.8.1. Hjirim &

sc ¥ % J5d @ Atlassian Crowd £ Crowd Data Center % i & & 4<% » 7 {1
PR FXEAETLERLE® 2 & Crowd & Crowd Data Center & st} i

AT E ARG o
2.8.2. 7z k

3 %+ Atlassian F 4 = £ (https://jira.atlassian.com/browse/CWD-5388) » i =1

#HORAEFT AL ATIEE

eCrowd and Crowd Data Center 3.3.0(% 7z ) % % &3 { #72 3.2.8 %% 4 o
eCrowd and Crowd Data Center 3.3.X "< &z { #71 3.3.5 % & -

eCrowd and Crowd Data Center 3.4.xX "= A& 3 { #7131 3.4.4 "< % -

2.9.CVE-2019-18935

Telerik Ul for ASP.NET AJAX F| & i rx il g 5 7| xbﬁaa] ~pE o HR Web ®
JRB G Ak BolCiRBF > Eh FREANTELAANG -

2.9.1. HFjlFim &

Ao L FEHARE BT 2 AT -


https://kb.pulsesecure.net/articles/Pulse_Security_Advisories/SA44101
https://jira.atlassian.com/browse/CWD-5388

Telerik Ul 5 & F B3] iBF > 3%/ F % 2 & HTTP POST % # rauPostData
¢ i * 2 AsyncUploadHandler & 3% » gt 3N 95l % 2.
JavaScriptSerializer.Deserialize() & ;¢ & & B 7| it @487 A & FEJJL R 71| 1 F
Fo o e B AR BATFF T BRI ELAS -

29.2. 17 FEER

#FH 24 Telerik F 4 =2 » { #7 Telerik Ul for ASP.NET AJAX %= A& %

¥
2020.1.114 » %% % xt : https://www.telerik.com/support/kb/aspnet-

ajax/details/allows-javascriptserializer-deserialization -

2.10.CVE-2019-19781

Citrix Application Delivery Controller (ADC)d *t 5 B~} 4|72 & » H R # T;f
FI* P &b ikl o Eh R T ELARNAE o

2.10.1. Hjfvim &

oTHE X JI* A g Py g 2 P Bk iRk T Citrix ADC (newbm.pl) -
% i HTTP POST 3#(POST
https://$TARGET/vpn/../vpn/portal/scripts/newbm.pl).‘# B gr A o TV R
Fhe g i s o

.I{‘? ”f | * FitEEE H ] l’}""*{ T K &ﬁi}\ v B _f,%*{ T iE E.ﬁ \,g% o
2.10.2. I it 3%

F5YCitrix TR B RAEFLHICE > 45 pp

https://support.citrix.com/article/CTX267679 -

2.11.CVE-2020-0688

Microsoft Exchange #48 # I f2adZefBAE Y 2 > ERTF X7 RANF

A B2 FEMAREFRIATES 2RdET o



https://www.telerik.com/support/kb/aspnet-ajax/details/allows-javascriptserializer-deserialization
https://www.telerik.com/support/kb/aspnet-ajax/details/allows-javascriptserializer-deserialization
https://support.citrix.com/article/CTX267679

R ARG o

2.11.1. Fjisim &

ot Bl K F]>t Exchange PR E A & KpFd 2vi— £4f 0 & FaF 47
E

FHERER oy X PP &40 1 B89 payload I Exchange #PRE > i3
A
SRCE) K €N

.ﬁgﬁﬁi%@ﬁﬁ@%%?ﬂaU@%ﬁlE%@VMﬁmw%MWﬁ

_ VIEWSTATEGENERATOR & & » % 2= B cn.NET %8k B 7it1 &

BEHET 6 (TR E AN

2.11.2. i #HE R

i3 Microsoft 7 7™ 4 % X450 > 4 en

https://msrc.microsoft.com/update-quide/vulnerability/ CVE-2020-0688 -

2.12.CVE-2020-0787

Windows % # & 3| @ #jRi+(BITS) FI A & Firg? 4 58 % > 52§
RS R -

2.12.1. Hjisim &

% Windows BITS PR3 A It Fe AR 8L ¥ » 5 - BHR L E'URF - 5%
?ﬁ'ﬁ Lt MAEIURELE ~ AL BREFHRE- B 'fﬁ”\#i & BT (4
C:\Users\<username>\AppData\Local\Temp\workspace) % BITS PRi% » #i i 7
W2 a8 §PRReNEREETRE AArmigltigs &

FAEHTHY BB AL R L AR R R 2 L f

2.12.2. b Hix

#2 Microsoft 7 ™ 47 % LB AR > 23 ey !

Ao L FEHARE BT 2 AT -


https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-0688

https://msrc.microsoft.com/update-quide/en-US/vulnerability/CVE-2020-0787 -

2.13.CVE-2020-1472

Windows Netlogon & =4 #  (MS-NRPC) i &% 2 i - niFsc# & A

2T R T e ?@ 'L o

2.13.1. Hjirim &

T (MS-NRPC)z&E = 2 3 - 41 2k (Domain Controller) z-

iEF O GTEEF LR E PR ARG
|5 (DC)E = % > F s > Tv )

*LEFRIER LA BRI I RS RE B 28 AR 2 T

A E R AR o

iz * Netlogon i& %+
&ﬁﬁﬁ% &pV%J%m =z
AT WF AN AR 2 eI

e

2.13.2. i EiE R
3 Microsoft ¢ g™ 43 & Lz 4425 > £ gept
https://msrc.microsoft.com/update-quide/vulnerability/CVE-2020-1472 -

2.14.CVE-2020-5902

FOBIG-IP & =05 % 2R > AsFse¥ F RN T E LA -

2.14.1. Hjfsim &

vy

FSBIG-IP & &2 /& ¢ 3% = 4 & (Traffic Management User Interface »

HTMUD G &% 20FF o e F 57 830 R & g2l R {1
i A BARRNE f S £~ B EHIEAR R M IRIEE JFE R Java

2 NEG o

2.14.2. 7 iR

H3 F5p T 0 ATHOHR A

ho 2 FEHAREFRBETLE 2 AT -


https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2020-0787
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-1472

FIFBRR)E SR 0 2T R
https://support.f5.com/csp/article/K52145254 -

2.15.CVE-2020-12812
FortiOSSSL VPN 2FA #:iEi3ec* » &% | B > ¥ 3B Y GHEFZ L A %E
Bl e

2.15.1. HiiFm &
FortiOS 2. SSL VPN ¥ & 223 AikiF » % "userlocal | 3% % fc* %)% &
QE@B, v r’l{- H7 j/&f@}ﬁé_ﬁﬂ F‘j_’m'Eg —%}—\.(.Qrvldap)]}]i?,ﬂj\fiﬁ
BB L FHFEIF A ) BT RA - R ;%:;iﬁ?iﬁ gexi Jﬂz R R
6o 7 €3 - B L B%EFE (FortiToken) » ¥ $EiE FF % & &
B

2.15.2. I EiE 3k

#3 Fortinet § %™ 43 L ATHMR A > £ fu
https://www.fortiguard.com/psirt/FG-1R-19-283 -

2.16.CVE-2020-15505

Mobilelron # #+ 3 i ¥ 22 (MDM)# 88 # IR B 5 fifiF > E 5 ¥
7 xR AR o

gl
[
s
e

2.16.1. Hjivim &

Mobilelron # ~ Core & Connector ~ Sentry 2 Monitoring and Reporting
Database(RDB)#x 48 i teifiiff > s<#F 4 ¥ 1% # QW HTTP f ¢ j§ 5 ik - i
BB E AN -

2.16.2. 7 iR

A B2 FEMAREFRIATES 2RdET o
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https://support.f5.com/csp/article/K52145254
https://www.fortiguard.com/psirt/FG-IR-19-283

# 3 Mobilelron F ™ §4 3 % X { AT+ o SF ey

https://www.ivanti.com/blog/mobileiron-security-updates-available?miredirect -

2.17.CVE-2021-21985
VMware vCenter 5 &% 2 iFi » iR scF F R ARRNT T LA
2.17.1. H s &

vCenter &R % ¢ B Fzz_ VSAN plugin(Virtual SAN Health Check plugin)
AREERFET P HR m?“}i , %ﬁiﬁ;«%ﬁz?ﬁ? ¢ * vSphere % = = #ir %8
(HTML5)5 & 355 443 #F vCenter =R B4 i3 45 TR 346 - 1% 2k &
mARTERARNG -

2.17.2. b 1= 3

i VMware F T 3 { ATHMRA 0 FRE 2T LR
(Ao F B R R)E MR Y 0 2 en

She
I
gl
¥
S
~=y
Hy
=

https://www.vmware.com/security/advisories/\VMSA-2021-0010.html -

2.18.CVE-2021-22893

Pulse Secure z_ Pulse Connect Secure & &5 ik iF ° fog’;ﬁﬂ?iﬁi‘éi%ﬁ iz

ARG o
2.18.1. Hjitvim &

Pulse Connect Secure 9.1R11.4 /% 5 A 75 A ififF » iﬁ‘zﬁ%r’z?—g Gl ,‘%gd W B
RGBS LHTTP Ate o I QRIFSEE L A RFERAIE A
Lo A R TERARNE o

2.18.2. 7 iR

7% Pulse Secure F T 41 { ATHMR A 0 ST n

Ao L FEHARE BT 2 AT -
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https://www.ivanti.com/blog/mobileiron-security-updates-available?miredirect
https://www.vmware.com/security/advisories/VMSA-2021-0010.html

https://kb.pulsesecure.net/articles/Pulse Security Advisories/SA44784 -

2.19.CVE-2021-22894

Pulse Secure z_ Pulse Connect Secure Collaboration Suite & & 13 f% #F % 57 =
Bk o FRGTFFV RANGTE LA -

2.19.1. Hjigim &

Pulse Connect Secure Collaboration Suite 9.1R11.4 r wi %< & 13 7% % % K
AR AP xé’#ﬁ“’%ﬁd FRHELDERE > I L IRF 11 root £ 4
FERARNHG o

2.19.2. 7 H 1% %

i3 Pulse Secure F T & { ATHCREIS A 0 S ey
https://kb.pulsesecure.net/articles/Pulse_Security Advisories/SA44784 -

2.20.CVE-2021-22899

Pulse Secure z_ Pulse Connect Secure # &5 7@ £ 1~ Bk %ﬂrz?iﬁ
BN A E LRSS -

2.20.1. Hjtvim &

Pulse Connect Secure 9.1R11.4 M s sk & 3 teép £ 1 ~ Gk » L3F L2 —‘g

%3 Windows 4% Fimpe ® < #3117 = L4278 -
2.20.2. 7 EiE &

73 Pulse Secure F T L5 { ATHHAR A 0 £ eak
https://kb.pulsesecure.net/articles/Pulse Security Advisories/SA44784 -

Ao L FEHARE BT 2 AT -
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https://kb.pulsesecure.net/articles/Pulse_Security_Advisories/SA44784
https://kb.pulsesecure.net/articles/Pulse_Security_Advisories/SA44784
https://kb.pulsesecure.net/articles/Pulse_Security_Advisories/SA44784

2.21.CVE-2021-22900

Pulse Secure z_ Pulse Connect Secure # & TE P BRERF I’J:?iﬁ?

MEERT ER BEAAEE -
2.21.1. HiiFm &

Pulse Secure Connect 9.1R11.4 2wk & 73 2 iZ &+ B4R AF - FF ¢ 2K
B EEL  THEEERT R 24 R ALK -

2.21.2. b et

F3 Pulse Secure F T & { ATHCREA A 0 S ey

https://kb.pulsesecure.net/articles/Pulse Security Advisories/SA44784 -

2.22.CVE-2021-26855

Microsoft Exchange Server 1# i R 8 3 i i (Server Side Request
Forgery » SSRF)ifiF » w3 se ¥ F AN T E AL

2.22.1. Fjvim &

Microsoft Exchange SSRF & i % # gk > C:\Program
Files\Microsoft\Exchange Server\V15\FrontEnd\HttpProxy\bin #§ % P 4% &
iy g 2 3038 E Microsoft.Exchange.FrontEndHttpProxy.dll » » %14+ X-
BEResource #ff =5 P &JZH % 0 R FrcFH T A X GRPHIFRT 0 BE D
FAH R ATe B £ 20 SID > A B8 2k Cookie Y51 £ A Sk 15 4 B
(SR A

2.22.2. 7 HiE R

i3 Microsoft 7 ™ 45 % £ 44250 > $4 eph !
https://msrc.microsoft.com/update-quide/vulnerability/CVE-2021-26855 -

A B2 FEMAREFRIATES 2RdET o

14


https://kb.pulsesecure.net/articles/Pulse_Security_Advisories/SA44784
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26855

2.23.CVE-2021-26857

)

Microsoft Exchange Server 73 &7 % 2 ¢hs B 7]t i > 3% seF F g R
FELARNE -

2.23.1. Fjisim &

Microsoft Exchange Server z_ Unified Messaging PR7% 75 & x B 7|1 iBF » 3T

gtﬁ'a % Exchange Server 4% JLikiF o iE@ 02 5 SLHE IS TARNAB o
2.23.2. [F #iE K

# 1 Microsoft F ™ 43 % X34 425% - & B B Unified Messaging FR4%
%+ 4 nt @ https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-
26857 -

2.24 . CVE-2021-26858
Microsoft Exchange Server i &kl » L3¥sc® X LB » %
2.24.1. HjiFm &

¥] OAB(offline address book)zk z_7# 3 - #H 3% I’J:%—g T RFEL R
Wk oo MRk T % E CVE-2021-26855 & (7 iFF B s > § Y 0 %FE
Wl s FFT A SRR BELAENTIERZE > NEBER Y EE

R A B o
2.24.2. I 12 3%

#3 Microsoft § ™ 43 & Kz AR5 » £ fen

https://msrc.microsoft.com/update-quide/vulnerability/CVE-2021-26858 -

2.25.CVE-2021-27065

Ao L FEHARE BT 2 AT -
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26857
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26857
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26858

frn\:\«
g
)f
FE
W

Microsoft Exchange Server 5 &iFF » & wzi}ig
2.25.1. Hjiim &

Exchange ECP(Exchange Control Panel) ¢ 32 /i & ¢ » G4 P &3k T F w 2 °F

28 URL # =4 24|+ ﬁ“’*’] 2 NF o RESEFT L Gaspx 2 E L AR

i 73 P-3% aspX 5 % 0 Exchange # PR -2 aspX 3V iE (TR 0 B 2 Y

FHENEFTELARS -

(i

2.25.2. 7 HE R

i3 Microsoft 7 7 45 % £ 44258 > $4 ep
https://msrc.microsoft.com/update-quide/vulnerability/ CVE-2021-27065 -

2.26.CVE-2021-27101
Accellion 72 File Transfer Appliance (FTA) 2 = SQL/Z ~ Rk o
2.26.1. v im &

Accellion 7 FTAQ_12 370 2w & FI X E/Eilfip ¥ ~ » 5t F 7 &
document_root.html | & % i @ ¥ 3 % 5H HOST header #4 {7 /3 » sz # -

2.26.2. [7 FEE 3R

1 #7 Accellion FTA 3 FTA_9_12 380 11 F 4R A » %4 feqt

https://www.accellion.com/company/press-releases/accellion-responds-to-

recent-fta-security-incident/ -

eAccellion & # FTA A &>+ 2021 & 4 * 30 p %1k L3 » 2 Zkax 2 v F
fL’% %,

Vs

Ao L FEHARE BT 2 AT -
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-27065
https://www.accellion.com/company/press-releases/accellion-responds-to-recent-fta-security-incident/
https://www.accellion.com/company/press-releases/accellion-responds-to-recent-fta-security-incident/

2.27.CVE-2021-27102

Accellion ## 7 File Transfer Appliance (FTA) & & 15 i $tdp 4 2 » iKiF -
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[1]https://us-cert.cisa.gov/ncas/alerts/aa21-209a

[2] https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-
2017-11882

[3]https://support.microsoft.com/en-us/topic/how-to-disable-equation-editor-3-0-
7e000f58-cbf4-e805-b4b1-fde0243c9a92

[4]https://www.drupal.org/sa-core-2018-002
[5]https://www.fortiguard.com/psirt/FG-1R-18-384

[6]https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2019-0604
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[7]https://confluence.atlassian.com/doc/confluence-security-advisory-2019-03-
20-966660264.html

[8]https://www.fortiguard.com/psirt/FG-1R-19-037
[9]https://kb.pulsesecure.net/articles/Pulse_Security Advisories/SA44101
[10]https://jira.atlassian.com/browse/CWD-5388

[11]https://www.telerik.com/support/kb/aspnet-ajax/details/allows-

javascriptserializer-deserialization
[12]https://support.citrix.com/article/CTX267679
[13]https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2020-0688

[14]https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2020-
0787

[15]https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-1472
[16]https://support.f5.com/csp/article/K52145254
[17]https://www.fortiguard.com/psirt/FG-IR-19-283

[18]https://www.ivanti.com/blog/mobileiron-security-updates-

available?miredirect
[19]https://www.vmware.com/security/advisories/VMSA-2021-0010.html
[20]https://kb.pulsesecure.net/articles/Pulse_Security Advisories/SA44784
[21]https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-26855

[22]https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-26857
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[23]https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-26858
[24]https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-27065

[25]https://www.accellion.com/company/press-releases/accellion-responds-to-

recent-fta-security-incident/
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