IP 8358 Campus IP Address Application Form
ISPI-D-046 - #2%54K Level of confidentiality : 2 BRES - hk & Version : 2.0

LERARIE / NO. HFRHH / Date
= v ik
Unit Ext.
R A(PREE S) £0 0 408 B R 31K
Applicant (Staff Only) Asia Network ID ; ANID

IHASBERERXZATHEZEN - TEE "EABERREE. - TEBREEEE, "SEBWHEEEE
R, PR BEANEL  gRFEAER - LEARMER - (FRAKETLCERZA -
BHRLUTERKER - i - BIE ; FXFLRE - B8 - 78 ; FRMREATHEER -

EREEIRA IP  Apply for the host to use Private IP on campus network

(—ARERS - KKAAEIAREE - Desktop PC, Server in campus LAN.
(MMEREER - AHERK - BR=E - iREE )
(Computers for graduate students, public computers, computers in the laboratory, computers in the research room.)
(4Bt 4AE& % Internet of Things (loT) Device
(B REEFRENAS> - BERIIERRESSHE  BRESE  REFE.5 )
(Network storage device <NAS>, network printer <business machine>, surveillance camera, security access control...etc.)
HithFToK B RN E LA UL HFEREIAEIBIRIE -
For other needs, please call us first to arrange and confirm your network environment.
*ERGEE RIS 2R tE - AR ARIER UG ERREELEEmIFAMEmERE)
*Please confirm that the device is not a China brand.

fERAMtE, BRIES IP *{A s~ B RS ik (MAC) ERE R K ESREA
Location Current IP *Network Card Physical Address(MAC) User Description and purpose
HZE4R5E Roomno | BAI IPCurrentIP | &z format (00-00-00-00-00-00) FRAE (& RBESE - %5
1 .
CIEgEA
2 .
RIELE=EFN
3 .
CIEeHEA
4 .
CIEeHEA
5
MIELE=EFN
6 .
Bk

FIRERIAR T RIEM - IBEATHAESE -

If the information is not provided completely, it will not be accepted.
(JHRFACERFEETLERE ERHB. AT -

The applicant has confirmed that he has read and agreed to the content in the “Description”.
(ER35 IP B ENZAERNT To apply for Private IP, just print this page)

EREE EEXE B BREN SRS EE TS E M
Applicant Unit Director OICT Service Counter Administrator

*HEMMAEEETERHEIAA

*The Unit Director of the teacher's research office is the teacher himself
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ISPI-D-046 - #Z %548 Level of confidentiality : 2 BRE - AR

#igdmeE / NO.

7K Version : 2.0

BEZFRHE /Date

i) ki

Unit Ext.
R A PRI E) 50 3 48 B DR SR
Applicant (Staff Only) Asia Network ID ; ANID

DHASBERERXZATHEZEMN - TEE "EAERNREZ, "TEBREEHEE, ' SEETHEKREE
R, PR - BEENEL - gRFEAER - LEARMER - (FRAKETLCERZA -
BEUTERKER - #iX - BIE ; FRFLEE - EE - 78 ;

AR MIBREA BRI SFET -

ER 5 fal AR 23 1% A3 Public IP  Apply for the server to use Public IP on the Internet

Public IP ER 35 HHEAEE R T E RS -

it
=k

FHER AR 3 -

For relevant control measures and precautions for Public IP applications, please refer to regulation 3 in the description.

X 22y

Server Hosthame

*FHER
(W55 5t S=/ARTE)
Purpose
(research/project/service)

AR#% 42 IE HER
End date of service

OZ2AREBFEIE (7H31H)
Until the end of this academic year (July 31st)
(METE/E AN HAPEE (ERRA 3-3)
Execute according to the effective date of the project/contract (Description 3-3)

OEZEXRFEL

(12 B 31 H)

Until the current year (December 31)

TR E RS
Location (Room No.)

FTHREBAR
Host manager

(EEHBEIMNEE -

FREBNHER - BENGEALEEEARIME

ZHEERN)

FHREHESHEA

Host manager agent

BEIER IP
Current IP

*HE kR B RS LE(MAC)
Network Card Physical Address

%30 format

(00-00-00-00-00-00)

MER R

Operating system

Ex. MS Windows Server 2019 STD 64bit

FIRERIIAR T RIEM - BEATHAESE -
If the information is not provided completely, it will not be accepted.

(HRFACHERRETLEEE ERHRE RS -

The applicant has confirmed that he has read and agreed to the content in the “Description”.

(EB35 Public IP 51 ENZE BT To apply for Public IP, just print this page)

AR
Unit

R e 1

Office of Information and Communication Technology

EE HEXE ENRRERSRBEER ESEPER EEEXE
Applicant Unit Director OICT Service Counter Administrator Unit Director




IP 8358 Campus IP Address Application Form
ISPI-D-046 - #2%54K Level of confidentiality : 2 BRES - hk & Version : 2.0

wErAmsE / NO. IBFRHE / Date
i) ki
Unit Ext.
R A PRI E) 50 3 48 B DR SR
Applicant (Staff Only) Asia Network ID ; ANID

DHASBERERXZATHEZEMN - TEE "EAERNREZ, "TEBREEHEE, ' SEETHEKREE
R, PR - BEENEL - gRFEAER - LEARMER - (FRAKETLCERZA -
BBTERKER - % - BiE ; FREFLRESE - EH - FA ;| FXRBREAZRSET -

ERFE LN KBB4 2  Apply for Asia University domain name

AR EPEHEEAEEEREIESEIR  BERERRABI -

For relevant control measures and precautions for domam name applications, please refer to regulation 9 in the description.

:f'a s .asia.edu.tw
omain Name
*a Ak 2S IP
Server IP
*FAER (T F5/5T =/BR#5)  Purpose (researchiproject/service)
4A13 2 #EBR7542 1L B HA End date of Domain Name service
CamNARE—_RENE 74k -

The official website of the first and second level units of Asia University.

(Bl —AREN NMERBEHRBAZMREDL - BUBESENEHAL -

The official website of research centers, degree programs and other units affiliated to Asia University's first-level units.
CJEEM AR F el i it 2 Bl R Z /A NS E A A0 -

The official website of international conferences/journals, etc., where Asia University is the organizer or co-organizer.
(MU A2 8 E AL LEHARR - RGN AR BB BERPIE - )

(The above domain name service termination period shall be handled in accordance with the policies of Asia University.)
O2FREBFEIE (7H31H) O2ARFEEILE (12831H)

Until the end of this academic year (July 31st) Until the current year (December 31)

(ETE/E AN HAPE (ERHA 3-3)

Execute according to the effective date of the project/contract (Description 3-3)

*ERERE MRS
Location (Room No.) | Ex#esmarmsaTREREES BRI TEBARLTERTEE . R BUREES, -)
*EHEBAS
Host manager (BEIRREIMEE  BFRHAYHABA - BEBLTERFRIMERZHETH)
FTHREESKREA

Host manager agent

BIEERNKRTERERES - BEATAARIESE -

If the information is not provided completely, it will not be accepted.
(REACEIAEBETLEES TERRAL AT -

The applicant has confirmed that he has read and agreed to the content in the “Description”.
(EB%5 Domain Name 5! ENZE BT To apply for Domain Name, just print this page)

BB E I B ERERE
Unit Office of Information and Communication Technology
BBiR EEEE B BRER SRS ER TS EY HEXTE
Applicant Unit Director OICT Service Counter Administrator Unit Director
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IHERA

1

BRBERE  FEAA "REBKEELRS , TR LPE - BREEEM Private P -
(ERRRAER - R LAMIFZLE T EE) -
REMEEEE L4 http://nsp.asia.edu.tw/ EE e
(BRER IPOUERAFENEEER) [ wames ]
HEERAEVWEBTERLZEE HESMARERAREEARKRE RS ERIE -
AR T EEBMHEKEIERE, R HRAKERABE Y ER - EEHEEH -
Public IP #Ef T MNEE :
3-1 HEHHEMABNEERENE - A Public IP i#{ERHF
3-1-1 HARMIBEITIRIE 2R - 10 - WEB SERVER -
3-1-2 BRSEFERIWH - BPEBEARESEZE - BEESEBME
BEEAM..5 - TI5E Public IP ETHZEZ 24 -
3-1-3 HERAZXZFHEEKAERSS -
3-2  f#H PublicIP IT&EVE%%%H&ZIK E=y %EZHHEE/\i END OF LIFE Z EmhR
K WHERBERZLZHMHGTHE @ Heft " WEEHZMRAZ TEF 2R, #rAR
K T2 BhEE N (ﬂﬂ@%ﬁﬂ%%%?ﬁ%%ﬁﬁ)
3-3 ¥MMNRIFMIGETE - BIREM TEIENTHE L WARBEERES -
TINETE - FFIR T Eﬁxﬁl%ﬁﬂﬁ’]%ﬁ%/zﬁnxmiﬁmﬂﬁ (BEF1E0)
3-4 SE7-8HPE FEFEABYERZEANSEEEEFNEEER (BEFETE
)
HIBARRHIEEE REER 2 IP - S EFEIMNRTE -
3-5 WEEBLRZE FREABBEBACRKETIREBLZEEBRBMAEEFE -
3-6 ARRBEEET—REHSEHFR  IHREEAESRESETHREMIEE -
3-7  SBHBEABBBARETKE LEKBFREHmA T ERRUE -
3-8  PublicIP FEkERE "REMBIERFT KFAMPHEE ) EITHE -
—REHE - RNAER:S - TRLESE - ARS8  ERE - TREE -
FHEARE - #=E - EREUMRE(ZEIE R P/ OER)NEIE LR S IEEZIF
BBEE IP - ARG ASEHANABEERAAT - BEBSAEBEELI0KR LB
FBIP -
MIEH4A loT 31
(B TRE<NAS> - HISENRE  BEEHK  EREBERHE  REMR.5-)
5-1 FAREGHBHBERZILFNBREFRAXNERBRBRSE - W TP L|nk IR
ESRE KBS TAKERERBRZBITN AR publiclP -
5-2  lot RBEENARKRIBEANEE FIIE - AR - EEASREERD -
5-3 RESEBERREILEAEREN  TEEEEEE -
5-4 RERBEEXKIFEREARE FHUECE -
- EERARREEAIVETERFR  SHERREEREEREND - EiRR
5 e B B IR RS -
5-5 RUERHEISIETE ot RBRER - BUHIREBURBREARE - U216H
MAHE - 5 RTINS 4R S K IREE -

4

X]


http://nsp.asia.edu.tw/

IP &8

% oo

sa 2 Campus IP Address Application Form

ISPI-D-046 - #2%54K Level of confidentiality : 2 BRES - hk & Version : 2.0

6

10

oM EAR
6-1 ZARHFWELE : BB VPN HNERBRRE - 1RES Asia Network ID
(ANID) -

RGN ZatE ANEFEAZETE ANID 1RSFELR -
oM KRE VPN R E https://ic.asia.edu.tw/zh_tw/teach/VPN
SEMAER VPN ER AL https://asiavpn. twaren.net
6-2 AR PUBLIC IP TR BPHEMPRBERINELR - FAA " REEERAT KAKRE
8 | BERBZARENERNE PORT -
6-3 SRR . B EA B AN RE/AE SRR
6-3-1 —feEBEEIH  BARREFFEY/HWEN - F£H "RINE VPN 1RSI
AR BRRREARIRSE - MBI ERIMNA VPN HTUELRR -
6-3-2 EHERE/ERTE  BARCER A/ BB - RESENEEH
7% PHEIR TKEETIRNBE ) BB RENEAIREERET
HERE - SERRE T RINIRIFEAEE AR ) AR P ER T MERETH

FE
RERZAIEACS TANet ﬁiﬁzﬂ BERERERE  RUEBAHPIRRBERERBEE IR IP S
NERBEE - AFPHT UTKT;‘H LR EEIRE IP -
ITXZHEQEERL/@QE(WFH)JEH HETRIE  BFYER TERME - BRIESHIP, -
MK B 1E
9-1 AN KB EHE  FREMNZRERL "N KBRE2HERE (DNS)EIE
JRAI HE3E -
9-2 FEPRHFMAKEBREEZE asiaedutw BEEE - SRFARIBEREZHE
9-2-1 ARE—  _REMUKSRZMES AL -
9-2-2 BRS—REMN FMERFEZBBEZMEPL - BAUBREEENELH
A
9-2-3 ARFHiinmrBEEER/HEE SR -
9-2-4 REH (BENE ) ZRUNEMZEZARERSNEER ZMFRFOLHERE
E‘|’izﬂﬂ5
9-2-5 }fxﬂfﬁ&’@ 57 -
"_"_/_\J//UZﬂ HE - BLUERANEEZHREY -
9-3 EREZRIER TIP EE;%EJ RN AKBREENEEES  KfREUTERTEEBEEREM
BREEYZ FIARBREZRRER  BENERE ﬁ*ﬁﬁ'aﬁﬂ BB ABER A
9-4 BFREHEAENTB1T22 DNS GRS FHREEHE - ARBSAFTEEAIRE

AN Z 2 EK

9-5 MHiUtmBRA - UBZABEUZEANZEAERSRA - NERRETY  IHERES
AR - BIAELR -

9-6 EHXIRUBMEZERBTEEKRSHESZ FBREFREM T AMLZ T ERE
oK TEMIRERE
HERA

10-1 EBEAHFEBEEEE (Common Vulnerabilities and Exposures, CVE) @RI £ 47
5
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10-2
10-3

10-4
10-5
10-6

10-7

A - FEMEEERRAEESREIP £ -

0 Windows 7, XP. 8, windows server 2012, Linux Kernel 5.15 # 5.15.60 ~ 5.18
£ 51817 k519 5191 kK. &

ERERABRTHNERESEEEEIP -

HEESENRIMNREE 180 H - REMNBERAZFSEENMER IP sIMER - ERHP
AR RMEE P -

FEARERAKEBATRE  EEAERABRFZVEARCHNERAR TH -
SR FERMINEAA NI SRARENBREENE-ERAERE -
ENERTRERERENBREHRSIRIFIES (1200)U2F - ERER AT OIERE
AR A Dt 3515 -
AREWNGESE—ELFBAEREHNPFEEFUIRBEESEBZINEGBHES
#) . FRATEHTRABRESEAAERMHEHEBAENR -



IP 8358 Campus IP Address Application Form
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Description to fill out,

1 If your device has a browser, please use the "Network Registration System" (Staff Only).
http://nsp.asia.edu.tw/
(The IP address obtained by the current device will be displayed on the system)

2 When using the Internet, you must abide by the laws and Internet usage rules of the
country where you are located.

3 We regulate the "public ip address" according to the Internet usage rules of academic
institutions.

3-1 Public IP is only provided to

3-1-1 "hosts for external services",
For example, WEB SERVER.

3-1-2 "project hosts for cross-regional cooperation”,
For example, the cooperation project with CMU, the system of the library,
etc., the system to be connected to Public IP should be specified.

3-1-3 “servers that meet information security requirements"”.

3-2 When the host uses an operating system version that has been announced as
END OF LIFE, and there are information security weaknesses in this version,
please provide a description of "services that must use this version to operate”
and "safety protection measures"

(such as connection whitelist and other security measures).

3-3 For external service projects, please provide the "project execution period"
information for reference.

For outsourced maintenance cases, please issue a copy of the
"Purchase/Maintenance Contract" within the validity period (digital files are
acceptable)

3-4 During July-August every year, applicants are requested to help confirm whether
each content should be updated or continued to be used (e-mail notification).

3-5 If the renewal is not confirmed within the period, the IP will suspend external
services.

3-6 We will conduct a host vulnerability scan every year, and the host management
personnel should cooperate with the vulnerability patching operation.

3-7 Applicants are required to assist in the collection of reported statistical data.

3-8 Applying for Public IP Please use the form " The Application of the campus
network service " to apply.

4 General computers,

including "servers used on campus", "graduate students' computers"”, "public computers"”,

"laboratory computers", and "research room computers", are managed by "room

administrators (staff)" or "professors" ", submit an application for network registration. The

contents of the "Description and purpose" column will be recorded in the system.
5 Internet of Things (loT) Devices

(Network access system <NAS>, network printer, MFP, network camera, security access

control...etc.)

5-1 We have cooperated with the policy of the country where we are located, and we
prohibit the use of equipment from China brands.

For example, TP Link, Xiaomi, Huawei, Dahua, DJI, etc. Devices already in use
are no longer assigned public ip address.

5-2 lot devices must list the "brand", "model", "manager" and "maintenance
manufacturer" in the "Description and purpose" column.

5-3 The device prohibits the use of preset passwords

5-4 Devices should have appropriate access policies.

For example, using security verification methods to connect, device access

whitelist, etc.
7
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\l

5-5

When planning loT devices, independent network sources (cables and network
architecture) should be established to avoid occupying existing resources.

Connecting from off-campus

6-1

6-2

6-3

Students, teachers and staff: Please use Asia Network ID (ANID) to connect to the

device through VPN.

How to use VPN https://ic.asia.edu.tw/en/teach/VPN

asiavpn link url https://asiavpn.twaren.net

The Public IP address of campus, the default is to block the connection from the

outside, please use "The Application of the campus network service" form to apply

for opening the connection port of the server.

External Vendors / contractor: A copy of the purchase/maintenance contract that is

in effect should be attached.

6-3-1 General device/host:
The device administrator/ undertaker (staff or professor) uses the
"Persons outside the campus for VPN account" form to apply for a
dedicated VPN account to connect to the device.

6-3-2 Information computer room host/virtual host:
The device administrator/ undertaker (staff or professor) uses the "
Remote operation and maintenance platform accoun" form to apply for
allow maintenance operations to be performed using a monitored
operation host connection.

Campus wireless networks do not use this form.

The campus's network partition is based on the purpose of the room. Please be sure to fill
in " Location (room number)” and “current IP".

other notes

9-1

9-2

9-3

9-4

There is a system version with "Common Vulnerabilities and Exposures, CVE"
risk, please update to a low-risk version before applying for IP use.

Such as Windows 7, XP, 8, windows server 2012, Linux Kernel 5.15 to 5.15.60,
5.18 t0 5.18.17 and 5.19 to 5.19.1 versions...etc

The Network physical interface on your computer, must configured to use DHCP
(auto-obtain IP) can be used normally.

There is no traffic on the external connection for more than 180 consecutive days,
the network management system will automatically delete the IP registration
information, re-apply can not have the same IP.

The wireless network do not need to register. Using the wired (cable) to connect
internet, you must turn off your wireless network interface.

Ways to search for MAC address can refer to the OICT website QA.

Please send to OICT Service counter (1200) after completing this form, have any
questions please contact campus extension 3515.

We will complete your application process within one working day. All information
can be found in the network management system.



